Wireguard

VPN KOHTpONMpyeTcs KOMMaHnen n Tpadpmk MoXKeT OTCeXmnBaTbCs

Ecnn Bo3HMKN I'Ip06ﬂeMbI Ha noboM 13 Laros 06paTI/ITECb K CUCTEMHOMY aOMUHNCTPATOPY

NHcTpykumnsa gna Windows

1. CkavaTb Wireguard knueHT TunnlTo ¢ GitHub

Apr 18 01.7 (Latest)

@ brendanosborne

v0.1.7
3 71291b6 For standard installs use "TunnlTo_0.1.7_x64_en-US.msi"

Compare If you already have an installation of WireSock that is not version 1.2.17.1, it is recommended you uninstall it prior to

installing TunniTo.
Improvements and changes

« Removed WireSock update functionality
« Only one instance of TunniTo can now be run at a time

+ Window location is now remembered after closing and reopening the app

Bug Fixes

« Resolved #75 where manually updated versions of WireSock were not being recognised

\ v Assets s
@TunniTo_0.1.7_x64_en-US-debug-2.msi

6.68 MB May 12
@ TunniTo_0.1.7_x64_en-US.msi 4.89 MB Apr 18
@TunniTo_0.1.7_x64_en-US.msi.zip 4.88 MB Apr 19
[7)Source code (zip) Jan 24

2. YcTaHoBUTb TunnlTo n3 cka4aHHoro canna


https://github.com/TunnlTo/desktop-app/releases/
https://manual.stik.store/uploads/images/gallery/2023-10/tunnlto1.png
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ﬁ TunnlTo Setup

al

Welcome to the TunnlTo Setup Wizard

The Setup Wizard will install TunnlTo on your computer, Click
Mext to continue or Cancel to exit the Setup Wizard,

Cancel
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ﬂ TunnlTo Setup

Destination Folder

Click Mext to install to the default folder or dick Change to choose another.,

{E

{E

Install TunnlTo to:

IC:\Frugram Files{TunniTo,

Change...

al

Back

Cancel



https://manual.stik.store/uploads/images/gallery/2023-10/tunnlto2-3.png

i jﬁ TunnlTo Setup —
iag Ready to install TunniTo
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*HT Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
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Click the Finish button to exit the Setup Wizard.

[ ]Launch TunniTo

Completed the TunnlTo Setup Wizard

=rre
ali=

(]

. YCTaHOBUTb ceTeBON NHTepdenc

3.1 OTKpbITb TunniTo

HegaeHo gobaBneHHbIE MpouzECANTENEHOCTE

T TunnlTo

Mopgpepsxa
Yahoo



https://manual.stik.store/uploads/images/gallery/2023-10/tunnlto2-4.png
https://manual.stik.store/uploads/images/gallery/2023-10/tunnlto2-5.png
https://manual.stik.store/uploads/images/gallery/2023-10/tunnlto2-6.png

3.2 HaxxaTb Install WireSock

TunnlTo -

B
g
Setup
A
9 To get started we need to install WireSock. WireSock is a network driver that handles WireGuard
4 connections and split tunneling.
g

L ’ Install WireSock

. CreHepupoBaTb Npoduab AN NOAKIIIOYEHWS

4.1 MepenTn no agpecy https://vpn.myaffetta.ru n BBeCT CBOM y4eTHbIE OaHHbIE

ACDCDETTA

G R O U
Sign In

<- Back to sign in methods

Email

Livanov@myaffetta.ru
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4.2 HaxxaTb no kHonke Add Device

HIBAXKHO!!! [1ng Ka>Xaoro ycTponcTea A0J1XKeH B6blTb CoO34aH CBOW Npodunb,
NCMoJsIb30BaHMe OLHOr0 U TOro e rnNpoduia Ha HECKOJIbKNX YCTPOMUCTBaxX
OLHOBPEMEHHO NMpuBedeT K HenpeasnaeHHbIM npobsiemam ¢ VPN.

APDETT

G R O U P

Your Devices
Each device corresponds to a WireGuard configuration for connecting to this Firezone server.
You'll need a WireGuard client installed in order to connect to this Firezone instance. See the Firezone documentation for a step-by-step guide.

No devices to show.

Add Device -

VPN Session

Signed in as i.ivanov@myaffetta.ru.
Your VPN session is active indefinitely. My Account / Sign out
For any issues, contact your Firezone admini

4.3 3apaTtb uma npopuna JATUHCKUMUN BYKBAMMW v onvcaHue No XesaHui, HaXkaTb
kKHONKy Generate Configuration

Add Device

Name

WorkPC -l

Description

Mpodune gna paéodyero HOMI‘IbIOTEpa|

@ —_— Generate Configuration

4.4 Cka4vaTb HOBbIN Npodunsb, Ha)xaB Nno KHornke Download Wireguard Configuration
(anbTepHaTUBHO MOXHO OTCKaHMpoBaTb QR-Ko4 1K CKONMPOBaTb KOHMUIypaLunio
npocuns HUXxe B ann)
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HIBAXKHO!! KoHurypaumio MOXXHO YBUAETb U 3arpy3nTb TOJIbKO OAWH pa3 - BO
BPeMSA CO34aHUSA, €CJIN Bbl HE COXPaHWAN €€ TO BaM NMPUAETCA yOanuTb 3TOT
npogwusib N co3naTb HOBLIN.

Add Device

Device added!

To use this configuration, you'll need a WireGuard client installed for your device. See the Firezone
documentation for a step-by-step guide.

NOTE: This configuration WILL NOT be viewable again. Please ensure you've downloaded the
configuration file or copied it somewhere safe before closing this window.

Download WireGuard Configuration -

[Interface]
PrivateKey

Address =

MTU = 1280

DNS = 1.1.1.1,1.08.0.1

5. mnopTumpoBaTb Npodusib
5.1 OTKpbITb NpunoxxeHne TunnlTo n HaxxaTb KHoNkKy Add Tunnel


https://manual.stik.store/uploads/images/gallery/2023-08/wireguard3-4.png
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5.2 HaxxaTb KHonKy Import

Add Tunnel
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TunnlTo

WireGuard Tunnel
Tunnel Name

Work VPN

Interface Address

10.0.0.1/32

Public Key

Allowed Apps

chrome, msoffice, c\example.exe

Disallowed Apps

discord, firefox, d\app.exe

MTU

1420

Private Key

DNS

1.1.1.1, 8.8.8.8

Preshared Key

Endpoint

10.0.0.100:51820

Allowed IP's

0.0.0.0/0

Disallowed IP's

5.3 HanTun 3arpy>XeHHbIn Npousib N Ha)KaTb KHOMNKY OTKPbITb

Save
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5.5 HaxaTb kHonKy Enable 4To6bl BKAO4YNTL VPN

TunnlTo

TunnlTo

\

Add Tunnel

NHCTpyKuma ona Linux

1. YCTaHOBUTb OCHOBHbIE MAKeTHI
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#nsa Debian, Ubuntu, Mint

sudo apt update && sudo apt install -y wireguard resolvconf

#[na Fedora

sudo dnf install wireguard-tools

2. CkayvaTb WireGui c penosuTopus (*.deb gna Ubuntu, *.rpm onsa Fedora)

= O Devsfy / wiregui Q Type (7] to search

<> Code (O lssues 17 11 Pullrequests (® Actions [ Projects (@ Security |~ Insights

Releases / 1.8.1

Fixes save button not hiding after submit edit &= comeers -

@ wuzi released this Sep 6,2021 - 1 commit fo ma

-0 43a51b5 @

This release fixes a bug when saving an editted config the save button did not hide

v Assets 7

Fedora
Pwiregui-1.8.1-1.x86_64.rpm “_ 63.6 MB Sep 6, 202
wiregui-1.8.1-arm64.dmg 81 MB Jan 20, 2022
wiregui-1.8.1.Applmage 8o MB Sep 6, 2021
wiregui-1.8.1.Setup.exe 80.9 MB Sep 6, 2021

~g—2ebian. Ubunty, Mint 5848 sep 6.2021

[f)Source code (zip)

[§)Source code (tar.gz)

(@) 5 %10 ¥ 1 | 13 people reacted

3. YcTaHoBuTb WireGui n3 ckadyaHHoro gainsja kKomaHgamu

#nepenTtu B Nanky 3arpy3ok

cd ~/Downloads

#ycTtaHoBuTb WireGui Ha Debian, Ubuntu, Mint
sudo apt install ./wiregui_1.8.1_amd64.deb
#yctaHoBuTb WireGui Ha Fedora

sudo dnf install ./wirequi-1.8.1-1.x86_64.rpm

e no lon
inux-im

.1 [61,2 MB]

6.6-1lubunt



https://github.com/Devsfy/wiregui/releases/tag/1.8.1
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4. CreHepupoBaTb Npoduib Ana NOAKIIOYEHUA

4.1 MepenTn no agpecy https://vpn.myaffetta.ru n BBeCT CBOU y4eTHbIe faHHbIE

ACDCDETTA

G R O U

Sign In

<- Back to sign in methods
Email
i.ivanov@myaffetta.ru

Password

Sign In Forgot password

4.2 Ha>xaTb no kHonke Add Device

IHIBAXKHO!!! 109 Ka)KQoro ycTponcTBa AO/KEH ObiTb CO34aH CBOW Npodhunib,
NCMosIb30BaHMe O4HOr0 1 TOro e NPoduasa Ha HECKOJIbKNX YCTPOMUCTBaX
OOHOBPEMEHHO NpuBeAeT K HenpeaBnaeHHbIM npobnemam ¢ VPN.

ACDCDETTA

G R O U

Your Devices
Each device corresponds to a WireGuard configuration for connecting to this Firezone server.
You'll need a WireGuard client installed in order to connect to this Firezone instance. See the Firezone documentation for a step-by-step guide.

No devices to show.

Add Device -

VPN Session

Signed in as i.ivanov@myaffetta.ru.
Your VPN session is active indefinitely. My Account / Sign out
For any issues, contact your Firezone admini


https://vpn.myaffetta.ru
https://manual.stik.store/uploads/images/gallery/2023-06/wireguard3.png
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4.3 3apaTtb uma npodpuna JATUHCKUMU BYKBAMM v onncaHme no xesaHuwo, Ha>kaTb
kHonky Generate Configuration

Add Device

Name

WorkPC ——

Description

Mpocune gna paboyero Homnbmepa|

@ = Generate Configuration

4.4 CkavaTb HOBbIN Npoduib, Haxxas Nno kHonke Download Wireguard Configuration
(anbTepHaTMBHO MOXHO OTCKaHMpoBaTb QR-KoA4 nan ckonmpoBaTb KOH(UIypaLmio
npocuns HrUxe B pann)

HIBAXXHO!! KoHurypaumio MoXXHO YBUAETb M 3arpy3nTb TOJIbKO OAWH pa3 - BO
BpeMS CO34aHusA, €C/IN Bbl HE COXPaHWUAM €€ TO BaM NpuaéTca yoanuTb 3TOT
npocunb 1 co3gaTb HOBbIN.
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Add Device

Device added!

To use this configuration, you'll need a WireGuard client installed for your device. See the Firezone
documentation for a step-by-step guide.

NOTE: This configuration WILL NOT be viewable again. Please ensure you've downloaded the
configuration file or copied it somewhere safe before closing this window.

Download WireGuard Configuration  EE——

1.1.1.1,1.0.0.1

5. MmnopTmnpoBaTb Npodhusb
5.1 OTKpbITb NpunoxxeHne WireGui n Ha>xatb KHonkKy + New Tunnel
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Wire GUI

File Edit dow Help

+ New Tunnel

TUNNELS

Click to add a new tunnel

Click an

5.2 HaxaTb KHoNKy Import


https://manual.stik.store/uploads/images/gallery/2023-07/wireguardlinux4-1.png

Wire GUI
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+ New Tunnel

TUNNELS New Tunnel Import

Name:

5.3 HanTn 3arpy>xeHHbIn Npodusib N OTKPbLITE ero
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admin Downloads

B WorkPC.conf 361 bytes Text Fri

Other Loc

5.4 Ha)xaTb KHOMKY Save
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Wire GUI

File Edit ' ndo Help

+ New Tunnel

TUNNELS New Tunnel Import

Name:

Interface:

5.5 HaxaTb KHOMKy Activate 1 BBecTu naposb sudo
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+ New Tunnel

TUNNELS WorkPC

Name:

e WO rkF’_C_

Interface:

Authenticate
Authentication is needed to run “/bin/bash' as the super user

An application is attempting to perform an action that requires privileges. Authentication is
required to perform this action.

> Details

NHCcTpykuma ona Android

1. Cka4vaTb Wireguard c Google Play


https://manual.stik.store/uploads/images/gallery/2023-08/wireguardlinux4-5.png
https://play.google.com/store/apps/details?id=com.wireguard.android
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2. CreHepupoBaTb Npodusib 418 NOAKIHYEHNS

2.1 Nepentn no agpecy https://vpn.myaffetta.ru n BBeCTn CBOU y4eTHbIE faHHbIEe



https://vpn.myaffetta.ru

Feienall 71%m

ADPDETTA

G R O U P

Sign In

<- Back to sign in methods

Email

i.ivanov@myaffetta.ru

Password

Sign In

Forgot password
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2.2 HaxxaTb no kHornke Add Device

HIBAXKHO!!! [1ns Ka>Xa0oro ycTponcTBa A0J1>KeH 6blTb CoO34aH CBOW Npodunb,
MNCroJsib30BaHWe OOHOr0 N TOro Xe NPodunast Ha HECKOJIbKMX YCTPOMCTBAX
OOHOBPEMEHHO NpuBeAeT K HenpeasnaeHHbIM npobnemam ¢ VPN.



,:"T_""f'r II‘FE]I ;I:|| ?0}'3 -]

ADPDETTA

G R O U P

Your Devices

Each device corresponds to a
WireGuard configuration for
connecting to this Firezone
server.

You'll need a WireGuard client
installed in order to connect to
this Firezone instance. See the
Firezone documentation for a
step-by-step guide.

No devices to show.

Add Device D S

VPN Session

Your VPN session is active
indefinitely.

O+ Suggested logins



https://manual.stik.store/uploads/images/gallery/2023-07/wireguardandroid2-2.jpg

2.3 3apaTtb nmsa npopung JATUHCKUMUN BYKBAMMW 1 onucaHue No »XesaHuio, HaXkaTb
kHoMkKy Generate Configuration



© Rl 70%8

Add Device

Name

MyPhone .q__@

Description

{ Mpodunb ana moero TenedoHa

@ s |  Generate Configuration

indefinitely.

O~ Suggested logins
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2.4 CkavaTb HOBbIN Npocuab, Haxxae No kHornke Download Wireguard Configuration
(anbTepHaTUBHO MOXKHO OTCKaHMpoBaTb QR-KOA4 nMAn CKONMPOBaTb KOH(UIypaLmio
npocuns HYUXe B ann)

HIBAXKHO!! KoHurypaumo MOXXHO YBULETb U 3arpy3nTb TOJIbKO OLAUH pa3 - BO
BpeMs CO30aHUs, eC/IN Bbl HE COXPaHWUAN €€ TO BaM NpuaéTcs yaaauTb 3TOT
npogusb U co3gaTb HOBbIN.



15:17 P 8 2l 70%

Add Device

Device added!

To use this configuration, you'll need a
WireGuard client installed for your
device. See the Firezone documentation
for a step-by-step guide.

NOTE: This configuration WILL NOT be
viewable again. Pl§ase ensure you've
downloaded the cgnfiguration file or
copied it somewhdre safe before closing
this window.

Download WireGuard Configuration

O+ Suggested logins

1 O
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3. imnopTunpoBaTb Npodnsib
3.1 OTKpbITb NpunoxeHne Wireguard n Ha)kaTb KHOMKY UMNOPT TyHHeneun u3 cdanna
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WireGuard
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ﬁ Import from file or archive
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&=, Scan from QR code

# Create from scratch
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3.2 HanTun 3arpy>KeHHbIn Npounab(NponyCcTUTb War ecnm Bbibpanu He nMnopT dainna)
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3.3 Ha)xaTb KHOMKY NOAKJIIOYUTb
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MyVPN
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NHCcTpykuna gnsa iPhone

1. Cka4aTb Wireguard ¢ App Store


https://apps.apple.com/ru/app/wireguard/id1441195209
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2. CreHepupoBaTb Npodusib 418 NOAKIHYEHNS

2.1 Nepentn no agpecy https://vpn.myaffetta.ru n BBeCTn CBOU y4eTHbIE faHHbIEe



https://vpn.myaffetta.ru

APDPETTA

G R O U P

Sign In

<- Back to sign in methods

Email

l.ivanov@myaffetta.ru

Password

29000000 0OOOOODOODORS
Sign In

Forgot password
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2.2 HaxxaTb no kHornke Add Device

HIBAXKHO!!! [1ns Ka>Xa0oro ycTponcTBa A0J1>KeH 6blTb CoO34aH CBOW Npodunb,
MNCroJsib30BaHWe OOHOr0 N TOro Xe NPodunast Ha HECKOJIbKMX YCTPOMCTBAX
OOHOBPEMEHHO NpuBeAeT K HenpeasnaeHHbIM npobnemam ¢ VPN.



APPET TA

G R O U P

Your Devices

Each device corresponds to a
WireGuard configuration for
connecting to this Firezone server.

You'll need a WireGuard client
installed in order to connect to this
Firezone instance. See the Firezone
documentation for a step-by-step
guide.

No devices to show.

Add Device 4

AA

VPN Session

Your VPN session is active

& vpn.myaffetta.ru C

(M an

D
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2.3 3apaTtb nmsa npopung JATUHCKUMUN BYKBAMMW 1 onucaHue No »XesaHuio, HaXkaTb
kHoMkKy Generate Configuration



Add Device

Name

MyiPhone <@ 0

Description

Npodune ans TenecdoHa

@ — Generate Configuration

AA & vpn.myaffetta.ru ¢

< (h an D
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2.4 CkavaTb HOBbIN Npocuab, Haxxae No kHornke Download Wireguard Configuration
(anbTepHaTUBHO MOXKHO OTCKaHMpoBaTb QR-KOA4 nMAn CKONMPOBaTb KOH(UIypaLmio
npocuns HYUXe B ann)

HIBAXKHO!! KoHurypaumo MOXXHO YBULETb U 3arpy3nTb TOJIbKO OLAUH pa3 - BO
BpeMs CO30aHUs, eC/IN Bbl HE COXPaHWUAN €€ TO BaM NpuaéTcs yaaauTb 3TOT
npogusb U co3gaTb HOBbIN.



11:13

Add Device

Device added!

To use this configuration, you'll need a
WireGuard client installed for your device.
See the Firezone documentation for a step-
by-step guide.

NOTE: This configurption WILL NOT be
viewable again. Pleake ensure you've
downloaded the corffiguration file or copied
it somewhere safe bpfore closing this
window.

Download WireGuard Configuration

AA & vpn.myaffetta.ru C

(h an D
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3. ImnopTupoBaTb Npoduslb
3.1 OTKpbITb NpunoxeHne Wireguard n Ha>kaTb KHOMKY UMNopT TyHHeneu us cdanna
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HacTponku

WireGuard
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Lo6aenTb HoBbIM TyHHens WireGuard

Cospatb 13 daina unm apxmea

Cospnatb 3 QR-koaa

nnn
‘ Co3zpatb ¢ Hyns ‘
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3.2 HanTun 3arpy>KeHHbIn Npounab(NponyCcTUTb War ecnm Bbibpanu He nMnopT dainna)



MyiPhone.conf
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«WireGuard» 3anpawusaet
paspelieHue Ha gobasneHve
KoHdurypaumit VPN

Mpy ucnons3osarum VPN MoxHo
GUNbTPOBATH AU KOHTPONUPOBATH
'BCIO CETEBYI0 aKTWBHOCTb 3TOM0
iPhone.
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3.3 Ha)xaTb KHOMKY NOAKJIIOYUTb
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4 HacTpoiku

HacTpoikn

MyiPhone.conf

WireGuard
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Bepcusa #12
Admin co3gan 21 nioHa 2023 13:29:47
Admin o6HoBMA 24 HoA6psA 2023 12:31:46



